Cyber-Security Toolbox



CyberSecurity Toolbox

responsibility...

Safeguard
your datal

CYBER -SECURITY TOOLBOX

Compiled by: Michael Chesbro June 2011
Edition-3

CYBERWARFARE

TheCyberSecurity Toolbogxontains several security techniquasd programghat can beemployedby
the individual user to make his or her electronic information and electronic communications more
secure.

TheCyberSecurity Toolbois compiled from multiple open sources, and system help files. This
document is a compilation of data obtained from tliréks given herein, and is intended to aid users in
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Every bit of cybesecurity we use makes it that much more difficult for hackers, spies, criminals and
other adversaries to access our electronic systesteal our information, or disrupt our operations.

Michael Chesbro G




CyberSecurity Toolbox

Table of Contents

Encrypt an email message in Microsoft Office Outlook 2007

Digital Certificates

Use Safe Access File Exchange (SAFE) to Securely Exchange Large Files
Use Encryption Wizard (EW)$ecure Your Files

JavaScrypt: Browsd&ased Cryptography

Pretty Good Privacy (PGP)

Hushmail

Ironkey

Create a Secure Computing Environment with Lightweight Portable Security
Puppy Linux

TrueCrypt Free opepnsource disk encryption software

Install Anti-Virus Software on Your Home Computer

Participate in IA Education, Training and Awareness Programs

Use Your DoD CAC At Home

Use the Password Function in Microsoft Office to Protect Your Documents
Use a Secure Erase Utility to Destroy Electronic Data

Use Strong Passwords

Store Your Passwords in a Password Safe

Protect DataAt-Rest (DAR) Enable Microsoft Encrypting File System
United States Postal Service Electronic Postmark

Use AKO/DKO IM & Chat

Enable Secure Logon (CTRL+ALT+DELETE)

Cellular Telephoreeand PDAs

Zfone

Vumber- Virtual Phone Number

Google Voice

Whisper Systems (Encrypted voice and texts for yodroidSmartphong
TOR

Google Encrypted Search

Google Account-8tep verification

Temporary / DisposablefBail Addresses

EPIC Online Guide Rractical Privacy Tools

NIST Computer Security Divisiddomputer Security Resource Center
US CERT Cylecurity Tips

NSA- CSS Cyber Security Factsheets

Report CybeCrime

= =4 =4 4 -4 —f 4 A —f o of Cf A oa A Ao Ao e e g

Michael Chesbro



CyberSecurity Toolbox

Encrypt an email message in Microsoft Office Outlook 2007

Encrypting an enail message in Microsoft Office Outlook 2007 protects the privacy of the message by
converting it from readable plaintext into ciphered (scrambled) text. Only the recipient who has the
private key that matches the public key used to entithe message can decipher the message.

Encrypt a single message

Untitled - Message (HTML)

e
/| Message | Insert  Options  FormatText

w2 Cut e 2 o 0 S T P i
B % Calibri(Bo + |11~ [A” a7|[3Z - 1= -|[=Y 3&5 @J @ LUJ 2 j = ",T Y L& Permission a3 sisn v
3 Cor = o ¥ High Impogfance
Paste . A== =| Address Check Attach Attach Business Calendar Signature | Follow @ elling
- J Format Painter ieial = = = Book Names File Item Card~ v Up~ | & LowImporfince 24 Encrypt
Clipboard i Basic Text 7 Names Include Options i | Proofing

=

Subject:

1. In the message, on the Message tab, in the Options group, click the Encrypt Message Contents and
Attachmentsbutton.

2. Compose your message and send it.

Encrypt all messages

(0 [
Trusted Publishers BT e
Add-ins
Privacy Options [ d gratsigrrature-te-outgeing
" " Se text signed hen sending signed messages
E-mail Security pre - s bt w
[] Request S/MIME receipt for all S/MIME signed messages
Attachment Handling
Default Setting: | ActivClient Certificates EI
Automatic Download
Digital IDs (Certificates)
Macro Security
=] Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Programmatic Access
[ publishto GAL... | [ import/Export... | [ Geta Digital ID... |
Read as Plain Text
Script in Folders

1. On he Tools menu, click Trust Center, and then cliokat Security.

2. Under Encrypted-mail, select the Encrypt contents and attachments for outgoing messages check
box.

Michael Chesbro



CyberSecurity Toolbox

3. To change additional settings, such as choosing a specific certificate tdaks8ettings.
4. Click OK twice.

In order to send encrypted messages over the Internet, you need to exchange certificate files (.cer file)
with the recipient. You can do this in a number of ways.

For example:

1 Send a digitally signed message. The reci@dds your email name to Contacts and in doing
so, also adds your certificate.

1 Send an email message with your .cer file attachedsend the .cer file on disk/ CDROM The
recipient can import the .cer file into your contact card.

1 Create a contaatard with your .cer file, and send the contact card.

9 Publish your certificate to an LDAP (Lightweight Directory Access Protocol (LDAP): A protocol
that provides access to Internet Directories.) directory or another directory that is available to
the otherperson.

1 Post the certificate on a share that is available to the other person.

If your system administrator has set up security for your network using Microsoft Exchange, it is not
necessary to swap certificates.

3DES is the default encryption algorithmcEyption strength is no longer restricted by the United States
government. Outlook uses the RC2 algorithm by default when running orba dferating system that
does not have 128it encryption capabilities.

Digital Certificates
Digital ID A Brief Ouwiew

http://www.verisign.com/static/005326.pdf

VeriSignTM Class 1 Digital IDSM for Microsoft Internet Explorer

https://digitalid.verisign.com/client/class1MS.htm

Comodo Digital Certificate

http://www.instantssl.com/ssicertificate-products/free-emailcertificate.html

Comodds Free Email certificates allow you to use the digitally sign and encrypt features built into your
personal email client to authenticate and secure your email communications. This allows recipients of
your emails to confirm your identity and ensure thhetemail you sent was not modified during
transmission. It is also simple to fully encrypt your communications to prevent unauthorized viewing.
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GlobalSign Digital ID

http://ww w.globalsign.com/authenticatiosecureemail/digitatid/

GlobalSign offers a range of PersonalSign (Digital IDs issued to people) with varying trust levels. Digital
IDs can be used to access online Government services to submit declarations electranitalyticate

you to SSL VPNs, and secure email by digitally signing and encrypting email using applications such as
Microsoft Outlook or other S/IMIME email software.

The same Digital ID can also digitally sign Microsoft Office documents. By digitétlg aiglocument or
email, you can confirm that you are the originator of the document / email and help prove that the
document / email has not changed since the time you signed it.

Use Safe Access File Exchange (SAFE) to Securely Exchange Large Files

TheAMRDEC Safe Acceds Exchange (SAFE) application is
for securely exchanging UNCLASSIFIED / FOUO files.

Files of up to 2GB in size may be transferred through SAFE but
the actual size is dependent of various factors such as
connection speed, the netwrk's congestion, and various

other determinates.

Since many organizations that do business within the Army
limit the size of attachments that can be sent via email, the
SAFE applications were created as alternativesfilgring

methods to email and FTP.
How Secure is SAFE?

SAFE uses the SSL (Secure Socket Layer) prdt@gbit encryptiont-when a file is uploaded and
downloaded. Users should be aware however that the limited use PIN that the users receive to access a
file in SAFE is sent via email. rHfiere the PIN is only as safe as your email system. Since this system
was designed as an alternative to simply attaching the file to an email anyway, this is acceptable. The
SAFE server uses Department of Defense PKI certificates for identificatienagption.

W Any format of file(s), including a .zip file, may be sent to anyone with a valid email address
W Virus protection provided
W SAFE servers are less susceptible to worms or other email viruses

AMRDEC SAFBttps://safe.amrdec.army.mil/SAFE/
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Use Encryption Wizard (EW) to Secure Your Files

_1QFY08_20080408_fna.dac
folte 20FY0S 20080428 _fna.doc
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¥ Encryption Wizard - FIPS

Add public DOD certifcates from files
or CACS CAC ds ion,

EW is an SPC implementation of the Advanced Encryption Standard (AES)(Rijndael) augmented with a
file manager Graphical User Interface (GUI) for ease ofTus® 128&bit encryption/decryption algorithm

used by Encryption Wizard is considered cryptographically strong and is routinely used in National
Security Agency (NSA) and National Institute of Standards and Technology (NIST) certified products.
EncryptionWizard is designed to protect data at rest and in transit (such as email attachments).

Fast, Easyo-Use Protection

Quickly and easily protect your important data inside and outside your organization. Encryption Wizard
(EW) provides a usdriendly, dragand-drop, singlevindow interface to encrypt any type of file on
nearly any computer or media.

To encrypt files or directories, simply drag them into the EW window, press Encrypt, and enter a
passphrase and/or use a PKI certificate. EW can also arratgpted (and optionally compressed)
archives of files and directories.

Free Public Versior Download now fromhttp://spi.dod.mil/ewizard.htm.

Free FIPS Version

This restricted version uses a FIPS-24@lidated encryption module from RSA® for use by the federal
government and its contractors. Encrypted files are compatible with the public version. Escrow keys can
be embedded for use in your enterprise. To obtain the FIPS version or customize for tgwprise,

contact the Software Protection Initiative.
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Cryptographically Strong

Encryption Wizard protects data on your network, while stored on media, and during transmission
across the Internet using a FIPS -PA¢alidated module.

128bit AES encryptigr'SHA256 hashes, and RSA digital signatures meet DoD requirements for
transmitting and storing critical unclassified information.

Enterprise Ready

Encryption Wizard aims to protect data wherever stored and however transmitted between dissimilar
networks,platforms, and operating systems for a broad range of users. Listed on the Air Force
Enterprise Products List, EW complements EmtRest products for defensi@-depth and granular
control. Optional command line interface permits scripting of data pratectinstallation packages
available for common enterprise software distribution systems.

System Requirements

1 Java Runtime Environment SE, v1.5 (or newer)
9 Administrator access not required for installation

JavaScrypt: BrowseBased Cryptography

The Java®gpt: BrowserBased Cryptography lgtp://www.fourmilab.ch/javascrypt/a collection of

Web pages and programs in the JavaScript language [that] perform mijjtade encryption (256 bit
secret key AES) tinely within your Web browsetyou needn't download nor install any software, and
nothing is sent to any Web site when you encrypt or decrypt a message. You can download the page
source and JavaScript programs to your own computer and use them evenatltemmected to the
Internet. Companion pages provide a tbgsed steganography facility and key generator suitable for
preparing ongime key lists."

Anadvantage of thelavaScrypt: Browsd&ased Cryptographgrogram is that its "lite" version is very
small (32 KB) and can be stored in a vetsed email program (i.e. attach it to anmail and send it to
yourself) or accessed dme from theFourmilab website, thus allowing one to encrypt sensitive
communications from any computer which can access ymlrbased email.
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Pretty Good Privacy (PGP)

P

FREEWARE

Pretty Good Privacy or PGP is an encryption program developed by Phil Zimmermann and published in
1991. It was one of the first publi®y encryption programs available to the general public, and has

today become the "unofficial standard" for encryptionesmail and personal communication on the
Internet.

PGP uses public key encryption. It has one key (a public key) for encryption and a second key (a private
key) for decryption. With PGP installed on your computer you can encrypt a message to any person
whose public key you possess. However, the only way to then decrypt that message is to possess the
associated private key. Thus when using PGP you give your public key to everyone, add it to key servers,
and maybe even publish it on the Internet, but yaeg your private key secret and secure, thereby
ensuring that while anyone can encrypt a message and send it to you, only you can decrypt and read
that message.

People who use PGP on a regular basis will often publish their PGP public key to a "k&y Ackegr

server is simply a site where you can search for a person's public key and post your own public key for
others to use. PGP key servers are run by several groups and organizations, but some of the major key
servers can be found dime at:

1 MIT PGP Public Key Servhttp://pgp.mit.edu/
1 PGP Corporation Public Key Ser'gtp://keyserver.pgp.com/
1 University of Mainz (Germany) Public Key Sertéip://pgp.uni-mainz.de/

If you use PGP you could visit anyone of these PGP key servers and locate the author's PGP public key.
This would give you a way to securely contact the author of this book without first having met him or
otherwiseexchanged any type of encryption key. If you included a copy of your own PGP public key in
your email, or if your PGP public key was posted to the key server you could receive an encrypted reply
to your email... a reply that only you could read.
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PGP iswvailable for most operating platforms and systems, and is available as freeware from the PGP
International site athttp://www.pgpi.org/ . Gnu Privacy Guard (GnhuPG) is a PGP compatible free
implementation of the OpenPGfandard. GnuPG is available-lore at: http://www.gnupg.org/.

Hushmail

Hushmail
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https://www.hushmail.com/

Hushmail is a secure wdiased free email service, developed 1999. Hushimal{s and feels just like
any other webmail site, but adds strong encryption to your emails to protect your secrets from prying
eyes.

Key features

Easyto-use webbased email
Standardscompliant encryption
Works on iPhone and BlackBerry
Optional Outlookntegration
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The free Hushmail account is limited to 2MB of storage space.

Storage of up to 10GB is available for $49.98 per year.

Ironkey

https://www.ironkey.com

THE WORLD'S ONLY
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Your identity and personal data are too valuableigkrironKey Personal keeps you protected with
military-grade encryption and eadg-use identity management. The result of extensive R&D and the
collaboration of some of the world's leading experts in cryptography and the Internet, IronKey is the
world'smost secure flash drive. IronKey Personal comes loaded with a secure private browser that lets
you surf anonymously and protects your passwords whenever you go online. IronKey Personal simplifies
your digital lifestyle while giving you added peace of mind.

Ironkey Datasheethttps://www.ironkey.com/files/datasheets/ironkeyersonats200.pdf

Create a Secure Computing Environment with Lightweight Portable Security

http://spi.dod.mil/lipose.htm

Lightweight Portable Security (LPS) creates a secure end node from trusted media on almost-any Intel
based computer (PC or Mac). LPS boots a thin Linux operating system from a GDmatiating a

local hard drive. Administrator privileges are not required; nothing is installed. SPI created the LPS family
to address particular use cases.

LPSPublic is a safer, genefalirpose solution for using webased applications.
The accredited PSRemote Access is only for accessing your organization's private network.

LPS&Public allows general web browsing and connecting to remote networks. It includesen@ied
Firefox browser, a PDF and text viewer, Java, and Encryption WRabtic.
(http://www.spi.dod.mil/ewizard _down.htm
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