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Intel -Cyclopedia is intended to be a Guide to Sources of Information for the Intelligence 

Community. It is compiled from multiple and various sources of information which are 

either in the public domain or the inclusion of which complies with the Fair Use Doctrine. 

The information found in the Intel -Cyclopedia may not have been fully validated. 

Intel -Cyclopedia is a living document which is regularly updated and changed. Intel-

Cyclopedia not intended to be an exhaustive compilation of all sources of information 

available to the intelligence community. The specific sources of information included in the 

Intel -Cyclopedia exemplify the types of information available, and that which may have 

proven useful in the past. 

Intel -Cyclopedia is distributed in accordance with Title 17 U.S.C. Section 107, without 

profit or payment to those who have expressed a prior interest in receiving this information 

for non-profit research and educational purposes only. 

The inclusion of specific products or services should not be viewed as an endorsement by 

any agency, organization, or person. 

 

Some of the resources listed may require DOD PKI or other registration to access. 
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---------- A ----------- 

 

 

Advanced Global Intelligence Learning Environment 

URL:  http://www.agile.mil  

AGILE is an IC-Wide collaborative learning environment that encourages the sharing of learning 

solutions and enables the IC training community to operate cohesively as a single enterprise.  

Using a "best of breed" shared services model, technical and functional experts throughout the 

Community are working together to deliver relevant, timely and cost effective learning solutions 

to the worldwide workforce; in-turn enhancing professional and personal development and 

workforce planning. 

 

 

Advanced Intelligence Analyst Course 

URL:  https://rdl.train.army.mil/soldierPortal/atia/adlsc/view/public/6899-1/ACCP/301-

D17/301-D17.HTM  

The course contains the subcourses listed below. 

 IT0478, Intelligence Support of Division Operations 

IT0480, Intelligence in Support of Internal Defense Operations 

IT0583, Strategic Intelligence 

http://www.agile.mil/
https://rdl.train.army.mil/soldierPortal/atia/adlsc/view/public/6899-1/ACCP/301-D17/301-D17.HTM
https://rdl.train.army.mil/soldierPortal/atia/adlsc/view/public/6899-1/ACCP/301-D17/301-D17.HTM


Intel-Cyclopedia 
 

Michael Chesbro Page 5 
 

IT0559, Perform and Supervise Duties and Functions in the Intelligence Center 

IT0560, The Collection Effort 

IT0425, Introduction to Battlefield Technical Intelligence 

IS3007, Electronic Warfare 

 

Advanced Technical Intelligence Association (ATIA)   

URL:  http://atia-assn.org/     

In 2008, the MASINT Association reorganized to become the Advanced Technical Intelligence 

Association (ATIA). This change occurred in recognition of the growing utility of traditional 

MASINT and MASINT-related capabilities and their emergence into new capabilities such as 

Advanced Geospatial Intelligence, etc., throughout our homeland security, defense and 

intelligence communities. The Association was organized in November 1998 and incorporated 

on January 1999 in Washington, DC as a nonprofit trade association (501-6c). The Advanced 

Technical Intelligence Association provides education, awareness and training, but does not 

lobby, and membership dues are 100% deductible as a business expense. Members range from 

the largest aerospace corporations to small businesses, all with a common interest in advancing 

the maturity, applications, and benefits of MASINT technologies.   

 

Air Force Intelligence, Surveillance and Reconnaissance Agency (AFISR)  

URL:  http://www.afisr.af.mil/  

 

 

Air Force Language, Region & Culture Program 

URL:  http://culture.af.edu/index.html 

 

 

http://atia-assn.org/
http://www.afisr.af.mil/
http://culture.af.edu/index.html
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AKO Foreign Language Resources 

URL:  https://www.us.army.mil/suite/doc/5987514&inline=true 

 

AKO Intelligence 

URL:  https://www.us.army.mil/suite/page/6 

 

 

American Cryptogram Association 

URL:  http://cryptogram.org/  

The American Cryptogram Association (ACA) is a non-profit organization dedicated to 

promoting the hobby and art of cryptanalysis -- that is, learning to break ciphers. 

 

American Military University - Intelligence Program 

URL:  http://www.amu.apus.edu/lp/intelligence/index.htm    

Intelligence Studies is one of the flagship programs at American Military University. These well 

balanced and academically rigorous programs are well respected throughout the intelligence 

community and prepare students to enter into or advance their careers in the areas of intelligence 

analysis, collections, operations or a variety of intelligence related fields. All courses are 

conducted using open source materials, so no security clearance is required. Course discussions 

are highly relevant because our faculty have extensive experience in intelligence and students are 

drawn from a variety of backgrounds. 

If you are, or want to be an intelligence professional, American Military Universityôs intelligence 

degrees and certificates provide you with the knowledge, critical thinking, and analytic skills that 

will help you advance your career in national security intelligence, law enforcement intelligence, 

or a supporting field. 

 - Available Programs 

https://www.us.army.mil/suite/doc/5987514&inline=true
https://www.us.army.mil/suite/page/6
http://cryptogram.org/
http://www.amu.apus.edu/lp/intelligence/index.htm
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¶ Undergraduate Certificate in Intelligence Analysis 

¶ Graduate Certificate in Intelligence Analysis 

¶ B.A. in Intelligence Studies 

¶ M.A. in Intelligence Studies 

¶ Graduate Certificate in Intelligence Studies 

 - Related Programs 

¶ A.A. in Counter-Terrorism Studies 

¶ Homeland Security Degrees & Certificates  

¶ International Relations Degrees 

¶ National Security Studies Degrees & Certificates 

 

Anacapa Web-based Training  

URL:  http://www.anacapatraining.com/webtraining/index.html  

This free web-based training is provided as an introduction to Anacapaôs scheduled and on-site 

courses in intelligence analysis. Upon completion of all three training modules, you may obtain a 

certificate of completion.  

Introduction to Intelligence Analysis (1 to 2 Hours)  

This session provides an overview of the intelligence process and shows where and how 

intelligence analysis fits into this process. We will examine the various types of 

information ranging from surveillance reports to data from an internet site, from physical 

evidence to financial records, and from informant reports to the reports of other analysts. 

The purpose of the intelligence process is to develop inferences that explain the Who, 

What, Why, When, Where and How of the activity of interest, leading to an inference 

that can be acted on with confidence.  

Data Collection Tradeoffs (2-3 Hours)  

This session provides solutions to a common dilemma faced by intelligence analystsð

whether to report an inference based on available information or to collect additional 

information. More information might produce a better inference but at greater costs and 

at a loss of timeliness. In short, the decision to seek additional information requires 

tradeoffs among value, cost and risk. We want to get the greatest value at the least cost 

and without risking the timeliness of the intelligence product.  

Critical Thinking Strategies (2-3 Hours) 

http://www.anacapatraining.com/webtraining/index.html
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In this third session we address critical thinkingðthe interpretation, assessment and 

reasoning skills required for success in intelligence analysis. We will, first, examine some 

of the types of challenges that face analysts by providing issues and problems that 

demonstrate critical thinking. Second, we will review the context in which critical 

thinking must take place. Then, we will present the types of human limitations that must 

be overcome and a model that illustrates the various factors and components of critical 

thinking. Finally, we present and discuss strategies that will lead to the most effective 

critical thinking. 

 

Analysis of Competing Hypotheses Software 

URL:  http://www2.parc.com/istl/projects/ach/ach.html  

Analysis of Competing Hypotheses (ACH) is a simple model for how to think about a complex 

problem when the available information is incomplete or ambiguous, as typically happens in 

intelligence analysis. The software downloadable here takes an analyst through a process for 

making a well-reasoned, analytical judgment. It is particularly useful for issues that require 

careful weighing of alternative explanations of what has happened, is happening, or is likely to 

happen in the future. It helps the analyst overcome, or at least minimize, some of the cognitive 

limitations that make prescient intelligence analysis so difficult. ACH is grounded in basic 

insights from cognitive psychology, decision analysis, and the scientific method. It helps analysts 

protect themselves from avoidable error, and improves their chances of making a correct 

judgment. 

This software was developed by Palo Alto Research Center (PARC) in collaboration with 

Richards J. Heuer, Jr.  It was developed for use by the U.S. Intelligence Community with 

funding from the Intelligence Community's Advanced Research and Development Activity 

(ARDA) and the Office of Naval Research (ONR). 

In distributing ACH, PARC is making the presently downloadable version of the program 

available to the general public at no cost when used for non-commercial or educational purposes 

subject to the terms and conditions of its end user license. 

 

Analyst Toolbox 

URL:  http://it.ojp.gov/docdownloader.aspx?ddid=1284  

Provides intelligence analysts with information on the tools they need to effectively and 

efficiently perform their duties and produce useful intelligence products. The tools examined in 

http://www2.parc.com/istl/projects/ach/ach.html
http://it.ojp.gov/docdownloader.aspx?ddid=1284
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this document represent the basic toolbox that the intelligence analyst will need to provide the 

vital intelligence service expected in todayôs law enforcement environment. 

 

Analystôs Style Manual 

Mercyhurst College Institute for Intelligence Studies 

URL:  http://www.mciis.org/publications/analysts_style_manual  

URL: http://www.ncirc.gov/documents%5Cpublic%5CAnalysts_Style_Manual.pdf  

 

Analytic Learning Community of Practice (on Intelink) 

URL:  

https://www.intelink.gov/wiki/Analytic_Learning_Community_of_

Practice 

The Analytic Learning Community of Practice (ALCOP) is an 

outgrowth of the Analytic Training Pilot funded in 2010-2011 by 

the Joint Forces Intelligence Training Council (JFITC). It is 

designed to bring all analytic faculty across the Defense Intelligence Enterprise (DIE) and 

Intelligence Community (IC) into a collaborative environment. 

Using websites, communications, conferences, and publications, it will share curricula, syllabi, 

course materials, ideas and visions with each other such that the community will be enriched by 

this synergy and our student body will likewise be enriched. There are mirror or similar websites 

for ALCOP on SIPR and JWICS level Intellipedias as well. Although the ALCOP germinated at 

the Joint Military Intelligence Training Center through its collaborative work, the ALCOP will 

be furthered by faculty at the Combatant Commands, the Service intelligence schools, defense 

colleges and universities, other combat support agencies (CSAs) and our colleagues in the 

Intelligence Community. 

 

Analytical Investigative Tools (Course) 

URL:  http://www.mctft.com/cdrom_training/view_course.aspx?cdID=CD001  

This course provides an overview of analytical investigative tools and techniques. The course 

introduces the role of the analyst and the analytical process for narcotic law enforcement 

officers. A brief overview of drugs of abuse is followed by a set of analytical 'tools' including 

methods for acquiring information, techniques for representing and analyzing information, and 

http://www.mciis.org/publications/analysts_style_manual
http://www.ncirc.gov/documents%5Cpublic%5CAnalysts_Style_Manual.pdf
https://www.intelink.gov/wiki/Analytic_Learning_Community_of_Practice
https://www.intelink.gov/wiki/Analytic_Learning_Community_of_Practice
http://www.mctft.com/cdrom_training/view_course.aspx?cdID=CD001
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an overview of financial investigations. Produced by MCTFT in partnership with the United 

States Army Military Police School, and the National Guard Bureau Counterdrug Directorate. 

Course Objectives 

¶ Understand the role of the analyst, the components of the analytical process, and the 

importance of critical thinking. 

¶ Identify drugs of abuse, their primary sources and the primary methods of distribution. 

¶ Identify sources of information, including federal state and local sources, major computer 

databases and confidential sources. 

¶ Understand the purpose of flowcharting, and learn to create event, commodity, and 

activity flowcharts. 

¶ Learn the purpose of link analysis, how to organize data into an association chart, and 

how to create a link analysis chart. 

¶ Understand the purpose of telephone toll analysis, identify methods of electronic 

surveillance and procedures to perform telephone toll analysis. 

¶ Describe the purpose of financial analysis, money laundering, and procedures to launder 

money. 

¶ Learn about the Posse Comitatus Act. 

Course Length: 4 hours 

 

Anti -Keylogging Software 

URL:  http://www.qfxsoftware.com/ 

KeyScrambler Personal - Recommended by PC World as one of the "15 Great, Free Privacy 

Downloads" - Protects your login credentials, credit card numbers, passwords, search terms, 

Java, Flash, PDF Forms, web email and more in IE, Firefox, and Flock against known and 

unknown keyloggers.   Download Free 

 

Anti -Terrorism Intelligence Awareness Training Program 

URL: http://cop.spcollege.edu/Training/WMDCourses/AIATP-WMD.htm    

Module One - Terrorism Overview:   You will learn broad definitions of terrorism, 

specific international and domestic terrorist events that have occurred in the U.S., and 

historical examples of how everyday officers have made a difference in combating 

terrorism.  You will learn to differentiate between the ordinary criminal and terrorist 

based motivating factors and goals. You will be able to describe the organization, 

http://www.qfxsoftware.com/
http://cop.spcollege.edu/Training/WMDCourses/AIATP-WMD.htm
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composition, operations, goals and financial networks types and forms of regional, 

national and international terrorist groups. 

Module Two - Criminal Intelligence Process: You will learn to identify standardized 

terms and the applicable legal authority upon which the intelligence process is based. 

You will identify both the characteristics and the differences between criminal 

information and intelligence. You will be able to describe the components of criminal 

information / intelligence and how they are processed and evaluated via that Intelligence 

Cycle. Finally, you will be able to identify the law enforcement officerôs responsibilities 

in the collection and reporting of criminal information and intelligence and identify the 

federal agencies that are collecting the information. 

Module Three - Indicators of Terrorist Activity:  You will learn to identify the tools 

terrorists use to perpetrate terrorist activities. You will be able to describe behavioral 

patterns exhibited by terrorists during the planning and implementation stages. Further, 

you will identify media that are used by terrorists to facilitate their activities and / or 

circumvent discovery. You will be able to articulate instances when an indicator should 

be reported. 

Module Four - Internet Assisted Terrorism: You will be able to identify the electronic 

tools and media which international and domestic terrorists use and the best practices 

identified for properly seizing computer hardware and peripherals. 

 

Anti -Terrorism - FM 3-37.2 (February 2011) (FOUO) 

URL:  https://armypubs.us.army.mil/doctrine/DR_pubs/dr_c/pdf/fm3_37x2.pdf  (AKO Log-in 

Required) 

Field Manual (FM) 3-37.2 establishes fundamental operations for antiterrorism (AT) operations 

across the full spectrum of military operations. It is based on lessons learned from terrorist 

attacks, wartime engagements, and existing and developing AT strategies (military, federal, state, 

and local), policies, and doctrine. 

 

Anti -Terrorism -  JP 3-07.2 (24 November 2010) 

URL:  https://rdl.train.army.mil/soldierPortal/atia/adlsc/view/public/25681-1/JP/3-

07.2/JP3_07X2.PDF 

¶ Provides an introduction to antiterrorism 

¶ Covers the terrorist threat 

https://armypubs.us.army.mil/doctrine/DR_pubs/dr_c/pdf/fm3_37x2.pdf
https://rdl.train.army.mil/soldierPortal/atia/adlsc/view/public/25681-1/JP/3-07.2/JP3_07X2.PDF
https://rdl.train.army.mil/soldierPortal/atia/adlsc/view/public/25681-1/JP/3-07.2/JP3_07X2.PDF
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¶ Discusses intelligence, counterintelligence, threat analysis, and countersurveillance 

¶ Covers legal considerations 

¶ Describes the antiterrorism program 

¶ Discusses preventative measures and considerations 

¶ Covers incident response and consequence management 

 

Anti -Terrorism Level-1 Training 

URL:  https://atlevel1.dtic.mil/at/  

Department of Defense anti-terrorism awareness training program. The purpose of this training is 

to increase your awareness of terrorism and to improve your ability to apply personal protective 

measures. Completion of this training meets the annual requirement for Level I anti-terrorism 

training prescribed by DoDI 2000.16. 

 

 

Anti -Terrorism Level-II Refresher Training  

URL:  https://www.blackboard.wood.army.mil/   (Requires AKO Log-in) 

Anti-Terrorism Officer (ATO) refresher training contains 4 lessons that must be completed in 

sequential order.  

¶ Prepare a Threat Matrix  

¶ Prepare the MSHARPP and CARVER Matrices  

¶ Prepare a Vulnerability Assessment  

¶ Prepare a Risk Assessment  

A certificate of completion will be available when the final lesson is completed. 

 

 

 

https://atlevel1.dtic.mil/at/
https://www.blackboard.wood.army.mil/
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Anti -Terrorism | Unit ATO Handbook  

(September 2010) 

URL:  https://www.us.army.mil/suite/page/605757  (AKO Login 

Required) 

The Unit ATO Handbook is a technical publication focused on 

operating force unit antiterrorism officers (ATOs) at the brigade 

and battalion levels. It establishes a unit AT framework for 

operating force ATOs to use in identifying and reducing terrorist 

threats to their unit operations, whether in garrison or a combat 

zone; provides unit-level ATOs with detailed implementation guidance for the AT tasks and 

relevant unit standards in specific mission environments; and also provides detailed knowledge 

and procedures that will help them do their jobs more effectively. 

 

Anti -Terrorism (A Self-Help Guide) (1 September 2010) 

https://atlevel1.dtic.mil/images/CJCS_Guide_5260_AT_Protection_Guide_Feb_2010.pdf 

 

Aristotle (DTIC)  

URL:  https://www.dtic.mil/aristotle/ 

Aristotle is a powerful, web-based social networking tool along the lines of LinkedIn, MySpace, 

or Facebook, designed specifically for Department of Defense (DoD) science and technology 

(S&T) workers. Unlike MySpace or Facebook, Aristotle enables you to extend your professional 

network and learn about the technical and professional interests and capabilities of others across 

our whole enterprise. While most social networking systems are focused on just individuals, 

Aristotle works with People, Projects, Topics, and Documents. 

The Aristotle tool is a collaborative learning and discovery system that allows you to gather, 

prioritize, and utilize vast amounts of information. It allows you to build networks of people, 

projects and topics. Aristotle also makes it easy to find people, understand technical topics, and 

learn about or advertise technical projects. 

Who can access Aristotle? 

Aristotle can potentially be accessed by all Department of Defense (DoD) employees. Aristotle is 

hosted by the Defense Technical Information Center (DTIC) and should be available to everyone 

https://www.us.army.mil/suite/page/605757
https://atlevel1.dtic.mil/images/CJCS_Guide_5260_AT_Protection_Guide_Feb_2010.pdf
https://www.dtic.mil/aristotle/
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employed by a DoD agency or organizations. DoD employees include Military, Civilian, and 

Contractors. 

 

Armed Forces Communications & Electronics Association (AFCEA)   

URL:  http://www.afcea.org/  

The Armed Forces Communications and Electronics Association (AFCEA) established in 1946, 

is a non-profit membership association serving the military, government, industry, and academia 

as an ethical forum for advancing professional knowledge and relationships in the fields of 

communications, information technology, intelligence, and global security. AFCEA supports 

local chapters, sponsors events, publishes the award-winning SIGNAL Magazine, promotes 

education, and provides member benefits ï all with the purpose of equipping its members to 

meet governmentôs challenges and to further their careers. 

Armed Forces Communications and Electronics Association - Intelligence 

URL:  http://www.afcea.org/mission/intel/default.asp  

AFCEA Intelligence was established in 1981 as part of AFCEA International to enhance 

the Association's outreach to the U.S. Intelligence Community and to support intelligence 

professionals in the government, military and private sector. 

AFCEA Intelligence strives to be the premier intelligence association, providing the 

structure and interactive forum for networking and sharing ideas in order to strengthen 

the public/private partnership and to advocate for foreign and domestic intelligence in 

support of improved national security.  

AFCEA Intelligence provides intelligence professionals with an association focused on 

intelligence challenges and opportunities. As part of the extended AFCEA International 

family, AFCEA Intelligence also provides linkage with an international association with 

over 32,000 individual members and over 1,900 corporate members highlighting 

command, control, communications and intelligence...and their interconnectedness. 

 

Armed Forces Medical Intelligence Center (AFMIC) 

See: National Center for Medical Intelligence (NCMI) 

 

 

http://www.afcea.org/
http://www.afcea.org/mission/intel/default.asp
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Army Crime Records Center - See: Crime Records Center (US Army - USACIDC) 

 

Army Intelligence and Security Command (INSCOM)  

URL:  http://www.inscom.army.mil/  

 

Art of Deception: Controlling the Human Element of Security 

by: Kevin D. Mitnick & William L. Simon 

URL:  http://blaeks.com/crtice/Kevin%20Mitnick%20-%20The%20Art%20of%20Deception.pdf  

URL:  http://www.thehackademy.net/madchat/esprit/textes/The_Art_of_Deception.pdf 

 

Art of Intrusion:  

The Real Stories Behind the Exploits of Hackers, Intruders & Deceivers 

by: Kevin D. Mitnick & William L. Simon 

URL:  http://files.mitnick.com.ru/MitnickIntrusion.pdf 

 

Association of Former Intelligence Officers (AFIO)   

URL:  http://www.afio.com/  

The Association of Former Intelligence Officers (AFIO), formerly known as the Association of 

Retired Intelligence Officers is a non-profit, non-partisan advocacy organization founded in 1975 

by David Atlee Phillips to counter widespread criticism of the United States intelligence 

community coming from the media and Congress. It is registered with the IRS as a 501(c)(3) tax-

exempt charity and sees its primary mission as educational. The AFIO has 5,000 members in 24 

active chapters, most of whom are a mix of former or current intelligence officers, academicians, 

students, and the general public; it is not necessary to be an intelligence officer to be an associate 

member of AFIO if one supports its principles and abides by its code of ethics.    

 

 

 

http://www.inscom.army.mil/
http://blaeks.com/crtice/Kevin%20Mitnick%20-%20The%20Art%20of%20Deception.pdf
http://www.thehackademy.net/madchat/esprit/textes/The_Art_of_Deception.pdf
http://files.mitnick.com.ru/MitnickIntrusion.pdf
http://www.afio.com/
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Association of Old Crows (AOC)   

URL:  http://www.crows.org/  

The Association of Old Crows is a nonprofit international professional organization of about 

30,000 members specializing in electronic warfare, tactical information operations, and related 

topics. The organization's headquarters are located in Alexandria, Virginia. The name "Old 

Crows" emerged from the first use of electronic warfare in World War II to disrupt Axis 

communications and radars. Allied equipment and operators were known by the code name 

"Raven". Common jargon changed the name to "Crows" and those engaged in the profession 

became known as "Old Crows". The organization draws expertise and information from a pool of 

thousands of individuals, including technology specialists and actual military personnel. It is 

involved in advancing electronic warfare and information-gathering techniques, disseminating 

information on these topics, and supporting the education of personnel in related matters. 

 

---------- B ----------- 

 

BATCO 

URL:  http://www.acompanyacf.co.uk/training-aids/doc_download/276-batco-powerpoint  

BATCO, short for Battle Code, is a hand-held, paper-based encryption system used at a low, 

front line (platoon, troop and section) level in the British Army during the late Cold War period. 

 A BATCO sheet is composed of a double-sided sheet of about A5 that fits in a specially made 

BATCO wallet, and is used at unit and formation level. Each single side is usually valid for 24 

Hours. 

 In addition to the code card there is: 

¶ Authentication table 

¶ Callsign Indicator chart 

¶ Spelling box 

The use of BATCO is still taught to Royal Signals Communication Systems Operators as a back-

up should secure equipment fail or be unavailable. It is also taught to Army Cadets and 

Combined Cadets as part of the Signal Classification qualification. BATCO documents are 

classified as "Restricted" information. 

 

http://www.crows.org/
http://www.acompanyacf.co.uk/training-aids/doc_download/276-batco-powerpoint
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BBC Country Profiles 

URL: http://news.bbc.co.uk/2/hi/country_profiles/default.stm  

 

Bomb Arson Tracking System 

URL:  https://www.bats.gov/batsnet/    

ATF United States Bomb Data Center  

Telephone: 800-461-8841  

E-mail: USBDC@atf.gov 

The Bomb Arson Tracking System (BATS) is a web-based case management system which 

provides you, State and local arson & explosives investigators, access to up-to-date arson and 

explosives investigative data from across the nation. Unlike anything you may currently use, it's 

not just limited to your local jurisdiction or state. BATS provides you access to national arson 

and explosives incident information. 

 

Bomb Threat Stand-Off Distances 

1. These capacities are based on the maximum weight of explosive material that could 

reasonably fit in a container of similar size. 

2. Personnel in buildings are provided a high degree of protection from death or serious injury; 

however, glass breakage and building debris may still cause some injuries. Un-strengthened 

buildings can be expected to sustain damage that approximates five percent of their replacement 

cost. 

3. If personnel cannot enter a building to seek shelter they must evacuate to the minimum 

distance recommended by Outdoor Evacuation Distance. The distance is governed by the greater 

hazard of fragmentation distance, glass breakage or threshold for ear drum rupture. 

http://news.bbc.co.uk/2/hi/country_profiles/default.stm
https://www.bats.gov/batsnet/
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Brain - Mind Mapping & Brainstorming Software  

URL:  http://www.thebrain.com/  

Includes a free application for personal use. 

 

Bump Fire  

Bump firing is a method of using the recoil of a semi-automatic firearm to fire multiple shots in 

rapid succession, simulating the effect of a fully-automatic firearm.  Bump firing technique 

involves pushing the firearm forward to contact the trigger finger while keeping the trigger finger 

itself stationary.  The recoil of the firearm, combined with forward pressure by the operator, 

causes it to rapidly recoil off the operator's stationary trigger finger resulting in very rapid semi-

automatic fire.  

 

http://www.thebrain.com/
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Bump Key 

URL:  http://www.aloa.org/pdf/bkpressroom.pdf 

 

Bump keys are lock picking tools that are commonly used to open pin tumbler locks. Pin tumbler 

locks are those locks that use pins of varying length to prevent the lock opening unless the proper 

key is inserted into the lock and turned. Pin tumbler locks are usually used in cylinder locks but 

can also be used in other locks. They are the types of locks that you usually find in a standard 

front door, making bump keys a serious security hazard. 

Bump keys are simply blank keys. They are mostly different for different brands of lock, but the 

general shape of it is the same. Bump keys are filed down so that their cuts are all at their 

maximum depth. 

A bump key works by pushing the pins in a pin tumbler lock up for a split second every time you 

"bump" the blank key into the lock. In the split second where they have been bumped up you can 

turn the lock a bit. Therefore, with a couple of bumps you will be able to turn the lock the whole 

way around and unlock it, even though you don't have the proper key. 

(http://www.ehow.com/way_5724385_bump-key-tutorial.html) 

 

Bureau of Diplomatic Security - Diplomatic Security Service 

As the Department of State's security and law enforcement arm, the Bureau of Diplomatic 

Security plays an essential yet behind-the-scenes role: To provide a safe and secure environment 

for the conduct of U.S. foreign policy. Not only is Diplomatic Security a unique organization in 

http://www.aloa.org/pdf/bkpressroom.pdf
http://www.ehow.com/way_5724385_bump-key-tutorial.html
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the foreign affairs community--it is the only law enforcement agency with representation in 

nearly every country in the world. 

Diplomatic Security has offices throughout the United States staffed with special agents and 

contract investigators. These agents form the backbone of DS's investigative mission, conducting 

criminal, counterterrorism, and background investigations. Agents assigned to field and resident 

offices assist in providing support to the protection of the Secretary of State, the U.S. 

Ambassador to the United Nations, and visiting foreign dignitaries. In addition, they are charged 

with security support for resident foreign diplomats and assistance to the private sector through 

the Overseas Security Advisory Council. Liaison with federal and local law enforcement, foreign 

mission personnel, local officials, and the private sector complements their major 

responsibilities.  DS Investigative Field Offices http://www.state.gov/m/ds/rls/rpt/18892.htm 

 

Bureau of Intelligence and Research | US Department of State 

URL:  http://www.state.gov/s/inr/  

 

---------- C ----------- 

 

CARVER  - A special operations forces acronym used throughout the targeting and mission 

planning cycle to assess mission validity and requirements. The acronym stands for criticality, 

accessibility, recuperability, vulnerability, effect, and recognizability. 

 

CARVER Software - Center for Infrastructure Expertise  

http://www.ni2cie.org/default.asp  

The NI2 Center for Infrastructure Expertise is a not-for-profit applied research group that is 

currently funded under a grant from the National Institute of Standards & Technology (NIST). 

The mission of the Center is to help ensure that our nationôs built critical infrastructures and key 

resources can meet the security threats of the 21st century. The Center works in partnership with 

federal state, and local government agencies, as well as private industry and non-government 

organizations, to develop and apply best practices, creative ideas, and cost-efficient solutions to 

protect our nationôs built critical infrastructure from terrorist attacks and other catastrophic 

http://www.state.gov/m/ds/rls/rpt/18892.htm
http://www.state.gov/s/inr/
http://www.ni2cie.org/default.asp
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events. To accomplish this, the Center focuses on testing and implementing practical applications 

rather than theoretical models. 

Free CARVER Software 

The Center has developed CARVER2, a free software tool that provides a non-technical method 

of comparing and ranking critical infrastructure and key resources. It is the only assessment tool 

that ranks critical infrastructure across sectors. 

The CARVER2 vulnerability assessment tool is designed to quickly and easily identify and 

compare potential natural disaster and/or terrorist targets at the local, state and national levels in 

order to assist government officials in the allocation of protective resources. 

The CARVER2 target analysis tool is available free of charge to federal, state, and local 

government officials and agencies, as well as non-profit and educational institutions. See below 

to request the installation package. 

http://www.ni2cie.org/CARVER2.asp 

 

CARVER + Shock Software - Food and Drug Administration (FDA)  

URL:  http://www.fda.gov/Food/FoodDefense/CARVER/default.htm  

CARVER+Shock is an offensive targeting prioritization tool adapted from the military version 

(CARVER) for use in the food industry. The tool can be used to assess the vulnerabilities within 

a system or infrastructure to an attack. It allows the user to think like an attacker to identify the 

most attractive targets for an attack. By conducting a CARVER + Shock assessment of a food 

production facility or process, the user can determine the most vulnerable points in their 

infrastructure, and focus resources on protecting the most susceptible points in their system. 

This software tool represents the Agency's (FDA) current thinking on the kinds of vulnerabilities 

that food establishments may encounter and some measures to minimize the risk that food under 

their control will be subject to tampering or other malicious, criminal, or terrorist actions. The 

accuracy of these vulnerabilities cannot be guaranteed for all food establishments without proper 

validation studies. It does not create or confer any rights for or on any person and does not 

operate to bind FDA or the public and should be considered educational in use. Not all of the 

vulnerabilities portrayed in this software tool may be appropriate or for every food 

establishment, particularly smaller facilities and distributors. FDA recommends that operators 

review the material in each section that relates to a component of their operation, and assess 

which are suitable. These educational examples should not be regarded as minimum standards. 

Nor should the examples provided be considered an inclusive list of all potential vulnerabilities 

and approaches to achieving the goal. FDA recommends that operators consider their 

http://www.ni2cie.org/CARVER2.asp
http://www.fda.gov/Food/FoodDefense/CARVER/default.htm
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vulnerabilities, the goal of the preventive measures, assess whether the goal is relevant to their 

operation, and, if it is, design an approach that is both efficient and effective to accomplish the 

goal under their conditions of operation. 

 

Center for Advanced Operational Culture Learning (CAOCL) 

URL: http://www.tecom.usmc.mil/caocl/  

Marine Corps Training and Education Command  

Telephone: 703-432-1504  

Fax: 703-432-1463  

Email: caocladmin@usmc.mil  

 

 

Center for Development of Security Excellence (DoD) 

URL:  https://cdsetrain.dtic.mil/  

Course Catalog:  http://cdse.dss.mil/seta/courses.html  

¶ Thwarting the Enemy: Providing Counterintelligence and Threat Awareness to the 

Defense Industrial Base   https://cdsetrain.dtic.mil/thwarting/index.htm  

 

This training provides awareness of potential threats directed against U.S. technology, 

examples of common suspicious activities, and emphasis reporting requirements under 

NISPOM 1-302.  

 

The course includes a printable certificate which can serve as evidence that a student 

completed the course. When a student takes the course using this link, DSS will not 

maintain any record of that student by name or any personally identifiable information. If 

the student needs documentation that he or she has completed the course he or she will 

have to print the certificate at the end of the course.  The training will take approximately 

35-40 minutes to complete. 

 

¶ OPSEC Awareness for Military Members, DoD Employees and Contractors 

https://cdsetrain.dtic.mil/opsec/index.htm 

 

http://www.tecom.usmc.mil/caocl/
mailto:caocladmin@usmc.mil
https://cdsetrain.dtic.mil/
http://cdse.dss.mil/seta/courses.html
https://cdsetrain.dtic.mil/thwarting/index.htm
https://cdsetrain.dtic.mil/opsec/index.htm
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This is an interactive web-based course that provides OPSEC awareness for military 

members, government employees, contractors and dependents. The course provides 

information on the basic need to protect unclassified information about operations and 

personal information to ensure safe and successful operations and personal safety.  

 

The course includes a printable certificate which can serve as evidence that a student 

completed the course. When a student takes the course using this link, DSS will not 

maintain any record of that student by name or any personally identifiable information. If 

the student needs documentation that he or she has completed the course he or she will 

have to print the certificate at the end of the course.  This training will take approximately 

45 minutes to complete. 

 

 

Center for Homeland Defense and Security  

URL:  http://www.chds.us/  

The Center for Homeland Defense and Security (CHDS) is located at the Naval Postgraduate 

School in Monterey, CA. Since 2002, CHDS has conducted a wide range of programs focused on 

assisting current and future leaders in Homeland Defense and Security to develop the policies, 

strategies, programs and organizational elements needed to defeat terrorism in the United States. 

The programs are developed in partnership with and are sponsored by the National Preparedness 

Directorate, FEMA.  

All CHDS programs are focused on leadership development to enable the United States to win 

the war on terrorism. Through graduate- and executive-level coursework, seminars, and research, 

homeland security leaders gain the analytic skills and substantive expertise they need to counter 

terrorism. The programs also prepare leaders to bridge gaps in interagency and civil-military 

cooperation by bringing together a diverse range of participants to share perspectives and lay the 

foundation for long-term homeland security collaboration. 

Mission 

To strengthen the national security of the United States by providing graduate level educational 

programs and services that meet the immediate and long-term leadership needs of organizations 

responsible for homeland defense and security. 

Vision 

http://www.chds.us/
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The Center will become the nation's leading educational institution for the innovation and 

refinement of highly relevant curricula, the creation of depositories of applicable knowledge and 

the national center for the distribution, transfer and exchange of homeland defense and security 

information and educational products. 

Program Goals 

Strengthen national capacity for homeland security by advancing the study of homeland security 

as a substantive field of research, scholarship, and professional discipline.  

Create a ñmultiplier effectò to maximize federal investmentðshare program content, research 

results, and educational resources with organizations across the nation to build national 

homeland security preparedness through education. 

Self-study Courses in Homeland Security 

The Naval Postgraduate School Center for Homeland Defense and Security offers non-

credit, self-study courses online. These courses are developed by the NPS CHDS 

teaching faculty and are derived from course content (lecture material and course 

readings) from the Center's homeland security master's degree curriculum. The courses, 

offered at no cost, are designed for homeland defense and security professionals who 

wish to enhance their understanding of key homeland security concepts and require the 

flexibility of self-paced instruction. NPS does not provide graduate credit for the courses; 

however, participants are encouraged to check with their professional associations 

regarding continuing education units/credits. Upon completing each course, participants 

can download a record of completion. 

Five Courses Currently Available: 

¶ Intelligence for Homeland Security: Organizational and Policy Challenges 

¶ Homeland Security in Israel 

¶ The Global Jihadi Threat 

¶ Critical Infrastructure: Vulnerability Analysis and Protection 

¶ Technology for Homeland Security: Inspection and Detection Technologies 

 

Center for Intelligence Studies  

URL:   http://www.centerforintelligencestudies.org/  

The Center for Intelligence Studies was formally chartered on March 1, 1988 as a non-partisan  

public policy institution dedicated to the research and dissemination of substantive information 

regarding the threat posed by foreign intelligence services to the United States, and the proper 

http://www.centerforintelligencestudies.org/
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role, scope, and function of America's national intelligence services in protecting the national 

security. 

 

 

Center for International and Security Studies at Maryland 

URL:  http://www.cissm.umd.edu/    

4113 Van Munching Hall, School of Public Policy  

University of Maryland 

College Park, MD 20742 

Telephone: 301-405-7601 

 

 Central Intelligence Agency (CIA)  

URL:  https://www.cia.gov/  

Office of Public Affairs  

Washington, D.C. 20505  

Telephone: 703-482-0623  

Fax: 703-482-1739 

CIA Library - https://www.cia.gov/library/index.html 

CIA Maps & Publications - https://www.cia.gov/library/publications/cia-maps-

publications/index.html  

CIA YouTube Channel - http://www.youtube.com/user/ciagov 

CIA World Factbook - https://www.cia.gov/library/publications/the-world-factbook/ 

CIA World Leaders - https://www.cia.gov/library/publications/world-leaders-1/index.html  

 

http://www.cissm.umd.edu/
https://www.cia.gov/
https://www.cia.gov/library/index.html
https://www.cia.gov/library/publications/cia-maps-publications/index.html
https://www.cia.gov/library/publications/cia-maps-publications/index.html
http://www.youtube.com/user/ciagov
https://www.cia.gov/library/publications/the-world-factbook/
https://www.cia.gov/library/publications/world-leaders-1/index.html

